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SecureWatch for ISO 27001

ISO 27001 is an international standard that provides a framework for

implementing an Information Security Management System (ISMS).

Industries that hold large

amounts of confidential e |dentify where you need to improve prior
information, such as, to an ISO 27001 certification audit.
banking, financial, health, e Align your information security practices
public, information with a highly respected, internationally

technology, r.eiall and recognized standards organization.
more should implement

an information risk
management process like
ISO 27001.

e Follow best practices developed by
subject matter experts from 161 national
standards bodies.

RiskWatch’s risk assessment software communicates and guides the client,
a third-party or an internal resource through a standardized assessment

process and criteria without requiring any training to capture assessment



Following ISO 27001 demonstrates that your company is following best
practices for cyber security and taking the proper precautions to protect
users’ private data.

Key Benefits of maintaining a strong
Information Security Management System

v’ Secure confidential information.

v’ Safely exchange information.

v Comply with other regulations.

v’ Avoid information risk exposure.

v’ Protect the company and its assets.

SecureWalc

An I1SO 31000 based Assessment Platform

Establish context — ISO

27001 standard

Identification —
Distribute checklist

remedic;igr? action SecureWOTC h surveys based on ISO
WorkﬂOW 27001 controls

Treatment — Manage

Evaluation -
Prioritization Analysis — Identify areas

compliance gaps and of non-conformity
give recommendations




How SecureWatch helps those involved with ISO 27001

e Provides an assessment workflow, e Supports execution of action plans

content and report for the ISO and task tracking to improve
27001 standard. compliance.

e Captures responses, artifacts, and e Creates data repository for third-
evidence for ISO 27001 controls. party review/certification.

e |dentifies gaps and supports the e Trending analysis capabilities reuse
remediation function. data gathered over time and

e Automatically build reports that visualize your company’s ISO 27001
educate others and prove compliance improvement each year.
compliance.

Realized Time Savings: iRiskWﬂTCh

Model Inputs** Current Program SecureWatch

Hours needed to communicate (email) and 1 0

interview dlient, perform survey or request

documents to review

Hours required to gather assessment data® 3 1

Hours required to analyze data gathered 4 2

Hours required to perform remediation 3 1

Hours required to write report 20 4

Total Hours 3 a8
74% (23 hours per assessment)

** The time saved can be multiplied by the amount of people that are involved in each step of the
assessment process. We have only included a single person for each step in the model inputs above.
* SecureWatch can provide data not avallable in current assessment program.

RiskWatch offers free trials and a service to assist in performing
a proof of concept using any of its assessment platforms.
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